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The main advantage of cookies its unobtrusive way to store states. In this way the 

threshold to mass self-communicate has been lowered for users. In fact data is now 

spontaneously generated and automatically communicated with one single mouse click 

or less. 

 

However our research on cookies has also demonstrated that these forms of corporate 

dataveillance simultaneously incorporate a risk of user disempowerment. Depending on 

the business model, this trend raises the pressure for internet companies and advertisers 

to collect a maximum amount of personal data with the least possible threshold. The 

challenge is then to organize a fair exchange between users and suppliers of digital 

services. However, we find that the deal is not always balanced. Users are often 

unaware about the (online) context in which their personal data are being collected, 

which leaves them little to no room for control if they wanted to. The implicit character 

of cookies is a disempowering feature to all users who do not have a notion of this 

phenomenon, because it is no factor in their evaluation of a context. This absence of 

cookies in the perceived context disables all other actions to empower users in their 

privacy control. Hence cookies as tools for collecting personal data often obfuscate the 

context for users, which leads to less overlap between the perceived context and the 

complete context. 

 

The challenges of user disempowerment and online privacy can be addressed on 

different levels: on user level, on technology level, and on policy level: 

 

1. First of all, on user level, future research has to take a critical look at the 

differences on the micro-level of everyday consumer practices between 

various consumers and consumer groups, in order to assess this ‘‘privacy 

divide’’ in an everyday surveillance environment. 

 

2. The outcome on user level needs to be matched with the second level of 

technological affordances and industry developments with regard to new 

techniques for tracking and exposing online consumer behavior, as 

illustrated by the case of cookies. The interaction between technological 

design and user insights engenders the mutual shaping of new technological 

means for preventing disempowerment and furthering empowerment. 

 

3. On a third level, these user and technological perspectives can also inform 

policy and (self) regulation. In order to increase the perceived context policy 
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needs to address transparency and awareness. The awareness also refers to 

knowing about possible countermeasures that a consumer can take. Finally 

consumers also require the necessary capabilities to interpret and act upon 

the social world that is intensively mediated by mass self-communication, in 

order to convert knowledge into everyday practices. 

 

In that way citizens and consumers would have the possibility to apply the notion of 

mass self-communication also on the disclosure of their own personal data. This means 

that users of social media can have control on the production of their personal data. 


